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Tém tit

Trong céac hé thdng bao mat mang doanh nghiép dva vao Intrusion Detection System (IDS) va Firewall (tuong lira bao
mat), thong thudng, nhiém vy cua IDS 1a theo doi tat ca dong traffic vao/ra mang, dé tir d6 phat hién va dwa ra canh bao
vé cac dong traffic bat thuong, vé cac goi tin ¢6 nguy co mang theo ma doc. Dya vao nhiing nhirng thong tin canh bao
nay, ngudi quan tri an ninh mang sé thiét ké cac luat chinh sich méi, tién hanh cap nhat lai bang luat loc goi cia
Firewall, nho do firewall c6 thé ngin chan kip thoi cac dong traffic khong mong mudn. Trong bai bao ndy, chiing t6i dé
xudt va trién khai mot mo hinh méi Ve su két hop trong hoat dong gitra IDS va Firewall, n6 cho phép IDS tu dong cép
nhat bang luat loc goi cua firewall mdi khi phat hién c6 su bat thuong. Diéu nay giup viéc bao vé mang trude cac tin
cong tir Internet trd nén tirc thoi hon.

Tir khéa: Tudng lira bao mat; Bang luat loc goi; Hé thong phat hién xam nhép; Nghe 1én; Loc goi tin.
Abstract

In enterprise network security systems that rely on IDS (Intrusion Detection System) and Firewall, it is the typical task
of IDS to monitor all incoming/outgoing network traffic, thereby detecting and giving warnings about abnormal traffic
streams, packets which are at risk of bringing malicious code. Based on the warning information, the network system
administrator will design new policy rules, update the packet filtering rules of the Firewall, so that the firewall can
prevent unwanted traffic in time. In this paper, we propose and deploy a new model of the association between the
operation of IDS and Firewall, which allows IDS to automatically update the firewall filter rule table whenever it
detects anomalies. This helps to protect the network from Internet attacks.

Keywords: Firewall; rule table; intrusion detection system; sniff; packet capture.

1. bat van dé traffic, moi packet vao/ra mang, dé tir d6 c6 thé
phat hién ra cac xam nhap trai phép va cac
packet, c6 thé dén tir cac ngudn hop phép, c6
nguy co mang theo ma ddc vao mang [1].

Trong md hinh bdo mat mang doanh nghiép,
hé thdng phat hién xam nhap (IDS) déng vai trd
quan trong. N6 c6 nhiém vu gidm sat moi dong
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Khi d xac dinh duoc hanh dong bat thuong tir
mot traffic nao d6 thi IDS tién hanh ngay cac
cong viéc can thiét nhu lwu giit thong tin lién
quan dén sy bat thuong, hay gui thong tin canh
bao vé su bit thuong dén cac hé thong lién
quan, trong d6 c¢6 ca ngudi quan tri an ninh cia
mang. Can luu y rang, IDS chi lam nhiém vy
phat hién va dua ra canh bdo, con vi¢c xu 1y su
bat thuong 1a do cac bd phan khac. Didu nay
thuong duoc thuc hién bdi firewall thong qua
su diéu khién bang ludt ciia ngudi quan tri an
ninh mang. RO rang cong doan nay cd vé thu
dong, can co6 thoi gian dé cap nhat bang luat,
nén can dugc xem xét cai tién dé nang cao hiéu
qua trong cong tac bao vé mang cua td chuec,
doanh nghiép [2].

C6 thé néi, bod loc g61 va bang luat loc goi la
hai trong ba thanh phan chinh cta céc firewall
loc goi. Tir chinh sich didu khién truy cap
mang, doi quan tri an ninh mang s€ xay dung
bang luat loc gobi cho firewall. Bo loc goi dua
vao bang luat nay dé lam cho chinh sach truy
cap mang c6 hiéu lyuc. Diéu nay c6 nghia, muc
do kip thoi trong viéc ngan chan ciac dong
traffic khong mong mudn cua firewall phy
thudc rat 16n vao kha ning nhan dinh tinh hinh
truy cap mang dé dua ra luat méi va toc do cap
nhat bang luat cho firewall ctia ngudi quan tri
an ninh mang. Nhu vay, néu chiing ta xay dung
dugc mot hé théng hd tro firewall, ma nd ¢co
kha nang cao trong vi¢c phat hién cac dong
traffic, cac packet c6 hanh dong dang ngo va
lap tirc cap nhat bang luat loc gbi cho firewall
mot cach ty dong thi firewall s& lam tot hon
nhiém vy cua minh trong ngan chan kip thoi
céc traffic khong mong muén. Cac HIDS phan
mém ty tao c6 thé 1am t6t nhiém vu hd tro nay.

Ca Firewall va IDS déu c6 thé la thiét bi
phan cimg, hoic chwong trinh phin mém.
Trong mo hinh d& xuét ciia ching toi, firewall
dugc chon 1a cong cy ma nguén mé& IPTables.
IDS 1a chuong trinh Sniffer dugc chiing t61 xay
dung tor ngon ngit Python. Pay dugc xem la
dong gdp chinh cua bai bao nay.

Theo d6, IPTables vira thuc hién nhiém vu
diéu khién truy cdp mang, vira san sang nhan
lénh thay doi bang luat loc goi tir Sniffer. Cac
dong traffic, cdc packet sau khi qua dugc
firewall IPTables s€ dugc hudng téi Sniffer,
Sniffer bét lai va lay ra cic thong tin can thiét
tir chiing, tir d6 phan tich, thong ké va du bo,
dé xac dinh ngudn gbc cua traffic, cua packet
¢6 hanh dong dang nghi ngd. Va roéi thyc hién
cap nhat bang luat cua [PTables mot cach tu
dong va tuc thoi. Tu day, firewall IPTables sé
ra quyét dinh diéu khién truy cap theo bang luat
moi nay. Pay la muc tiéu hoat dong ctia mo
hinh chung t6i dé xuat.

Thuan loi cua cac firewall md ngudn mo,
trong d6 c6 IPTables, 1a ta c6 thé cap nhat bang
luat (chinh xac 1a file luét loc goi) ciia nd theo
co ché dong 1énh, diéu nay duoc thuc hién dé
dang tr chuong trinh Python. Pay 1a mét trong
nhitng 1y do khién chung t6i nghi dén viéc tu
dong hoa viéc cap nhat bang luat loc goi cho
cac firewall ma ngudn mo.

2. Kién thirc lién quan

Trong phan nay ching t6i xin duoc dan lai
nhiing kién thirc co ban nhat, mot cach co dong
nhat, vé& hai hé théng an ninh mang khong thé
thiéu trong cac mang doanh nghiép cé tinh an
ninh cao hién nay, d6 1a Firewall va IDS. Diéu
nay 1a can thiét dé chung ta d& dang thay duoc
¥ nghia ctia sy két hop trong hoat dong giita
chung trong mo hinh mang ma chung t6i dé
xuét & bai bao nay (& phan III).

2.1. Nguyén ly hoat dong ciia Packet filtering
firewall

Firewall 1a thiét bi diéu khién truy cap mang,
n6 dong vai tro nhu céng vao/ra mang (thuong
goi la gateway mang). Theo d6, moi dong
traffic di vao/di ra gitta mang bén ngoai, thuong
la Internet, va mang ndi by cua doanh nghi¢p
déu phai chiu su kiém soat va diéu khién cua
Firewall. Firewall duya vao chinh sach truy cap
mang, duoc thiét ké dudi dang Bang luat chinh
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sach, va céc thong tin lién quan chaa trong
dong traffic/chura trong goi tin - thuong la IP
Address, Protocols va Port number - dé quyét
dinh cho phép mdt traffic/mot packet nao do6 co
dugc phép di qua n6 hay khong.

Néu xét vé nguyén 1y hoat dong thi firewall
duoc chia lam hai loai chinh. D6 1a, firewall loc
goi (Packet filtering firewall), hoat dong tuong
mg tai ting Network ctia mé hinh mang OSI
hay TCP/IP, va firewall tang tng dung
(Application layer firewall), con goi 1a Proxy,
hoat dong tuwong tng tai ting’ Application ctia
mo hinh mang ké trén. Cac mang doanh nghiép
hién nay thuong s dung loai firewall duoc
thiét ké tir su két hop nguyén 1y hoat dong cua
hai loai firewall nay.

C6 thé noéi, 3 thanh phan chinh cta firewall
loc goi 1a: Pon vi diéu khién viéc vao/ra ctia
cac tin; B0 loc khao sat goi, thuong goi 1a Bo
loc gb1; va Bang luat loc géi. Bang luét loc goi,
dugc nguoi quan tri an ninh mang cai vao
firewall, n6 1a co s& dé Bo loc goi ra quyét dinh
cho phép goi tin dén firewall c6 duoc di qua nd
dé hudng dén dich ciia géi tin hay khong.

Hinh 2.1 13 so d& minh hoa mang doanh
nghiép, trong d6 c6 st dung firewall loc goi
nhu 1a mdt gate cia mang, moi goi tin tor mang
Internet vao mang bén trong va tor mang bén
trong ra Internet déu phai di qua firewall.

IP Source | IP Destination | Action

192.168.1.0/26 any Allow

any 192.168.2.0/29 | Allow

any 192.168.1.0/26 | Deny

'2— any any Deny

P

102168.1.0026 1% 4
4

102.168.2.0/29 DMZ

£

Hinh 2.1: So d6 mang véi sw xudt hi¢n ciia firewall

-1

Tu so dd mang, ta cé thé théy duoc chinh
sach truy cap mang ciia mang doanh nghi¢p nay
la nhu sau: Cho phép céac goi tin tur Internet chi
dugc di vao vung mang 192.168.2.0/24 - vung
DMZ cta mang doanh nghiép - khong duoc
phép di vao vung mang 192.168.1.0/24, viung
mang nguodi dung bén trong. Tuy nhién, moi
dong traffic tr vung mang nguoi dung va vung
mang DMZ déu co thé di ra mang Internet.
Chinh sach nay dugc ngudi quan tri an ninh
mang chuan hoéa thanh cac luat loc goi, rdi xay
dung thanh Bang luat loc gbi (dugc minh hoa
trén so d6) va sau d6 1a cai dit vao firewall.
Moi khi muén thay d6i chinh sach diéu khién
truy cap mang thi ngudi quan tri an ninh mang
phai cap nhat lai Bang ludt loc goi cho firewall
thi chinh sach mdi d6 méi ¢6 hiéu luc.

Khi mét goi tin TCP/IP dén firewall loc g0i,
B0 loc goi sé& tach 1y nhiing thong tin can thiét
trong header cua goéi tin nay, nhu: Dia chi IP
nguén, dia chi IP dich, Port nguén, Port dich va
Protocols, sau d6 tién hanh so khép nhiing
thong tin c6 dugc voi cac luat (Rule) trong
Bang luat loc goi (Rule Table). Khi su “khop”
dugc tim thay tai mot luat nao do thi Bo loc goi
s& ra quyét dinh, cho phép (Allow) géi tin di
qua hodc tir chbi (Deny) khong cho géi tin di
qua, dua vao thong tin duoc ghi ¢ cubi dong
luat nay (thuong dugce ghi tai cot Allow/Deny &
cudi Bang luat).

Firewall loc goi c6 nhiéu wu diém so véi cac
loai firewall khac nhu toc do cao, dé cai dat va
chi phi thip. Nhung né ciing c6 nhiéu nhuoc
diém nhu khong hiéu cac giao thuc ting tng
dung, khong phan biét dugc gbi tin tot/goi tin
X4u, viéc tao va cap nhat bang luat phu thudc
hoan toan vao con nguoi va hoan toan khong c6
co ché xac thyc nguoi dung va ngudn gbc cua
cac goi tin dén firewall.

C6 thé thdy, hiéu qua st dung firewall trong
viéc ngan chan nhirng dong traffic, nhitng goi tin
khong mong muén di vao/di ra mang ndi bd la
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phu thudc 16n vao ngudi quan tri an ninh mang.
Ho ¢6 nhiém vu tao ra Bang luat cho firewall va
cap nhat bang luat nay khi phat hién thiy can
phai thay doi chinh sach truy cip mang dé bao
vé mang. Firewall chi ¢c6 nhiém vu lam cho
chinh sach an ninh mang cho hiéu lyc.

2.2. Nguyén ly hoat dpng cia Intrustion Detection
System

Theo [3], IDS 14 hé thong gidm sét truy cap
mang, n6 c6 thé 1a thiét bi phan cing hoic 1a
mg dung phan mém. N6 c¢6 nhiém vu theo ddi
cac dong traffic di vao/di ra mang, hoac mot
may tinh trong mang, dé phat hién va dua ra 10
canh béo cho cac bd phan lién quan vé cac truy
cap bat thuong, cac truy cap khong dugc phép
vao hé théng mang hodc vao cac may tinh nao
do trong mang.

9
—_— 192.168.1.0;26 169

Hinh 2.2: So d6 mang véi sw xudt hién ciia NIDS
va HIDS

Trong thuc té, IDS c¢6 thé theo ddi va phan
tich moi hoat dong cua user va system, co thé
thuc hién audit cac tap tin system, cac tap tin
configuration va ca Hé diéu hanh. N6 ciing c6
thé danh gia sy toan ven clia cac tap tin system
va tap tin data, co thé phat hi¢n 16i trong cau
hinh hé thdng, né con cod thé phat hién va dua
ra canh bao néu phat hién hé théng gip nguy
hiém. Pic biét, IDS co thé tién hanh phan tich
cac mau (pattern) dya trén cac cudc tan cong di
biet.

IDS ¢6 mot s6 wu diém nhu, d& trién khai
trong mot mang doanh nghiép sin c6 ma khong
anh huodng dén mang hién tai, co thé dua ra
canh bao vé bat thuong mot cach tirc thoi va &
nhiéu dang khic nhau. Kha ning phat hién
dong traffic bat thuong va hanh dong dang ngd
ctia IDS c6 thé gitp hé théng va quan trj vién
phat hién va ngan chdn hi¢u qua nhiéu cudc tn
cong vao mang. Quan tri vién hé théng dé dang
thay dbi “cdi gi can gidm sat” cua IDS thong
qua viéc thay d6i “fdp signature” cta nd (v6i
loai Signature-based IDS). Ngoai ra, IDS con
c6 thé ghi nhat ky giam sat (log), phat hién va
béo cao vé sy thay ddi cia cac tdp tin quan
trong chura tai cdc may tinh bén trong mang ndi
b6. Tuy nhién IDS ciing con vai han ché nhu:
IDS c6 thé dua ra canh bdo nhdm (false
positive) hodc khong dua ra canh bao (false
negative) vé su bat thuong, su dang ngo dbi véi
hé thdng, didu nay c6 thé anh huong tiéu cuc
dén hoat dong binh thuong cua hé théng. Kha
ndng phan tich cac goi tin bi ma hoéa cua IDS
cling han ché, no ciing khong giup phat hién ra
ngudn goc ciia mot cude tn céng vao mang.
IDS ciing c¢6 thé bi tin cong DoS, tin cong
“danh lra” nhu nhing hé thong an ninh
mang/dich vy mang khéc.

Ching ta nén c6 sy phan biét rd gitra hai hé
thong an ninh mang IDS va IPS (Intrustion
Prevention System, con goi 1a Hé thong ngin
chan xdm nhap mang). Ca hai déu thuc hién viéc
doc va phan tich cac goi tin mang, roi so sanh
vé1 “tdp signature” (con goi 1a tap chir ky, hay
tap luat) vé nhitng mdi de doa (thread), nhiing
cudc tan cong dd biét. Trong khi IDS chi phat
hién va dua ra canh bao vé nhiing packet bt
thuong thi IPS dugc xem 13 hé thong diéu khién
truy cap, nd co thé chap nhan (accept) hodc tir
chéi (reject) mot packet nao do6 dua trén tap luat
cho trude. IDS can con nguoi va’hoac mot hé
thong khac xem két qua va dua ra hanh dong xir
Iy tiép theo, trong khi d6 IPS chi can tap lut vé
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cac moi de doa da biét dugc cdp nhat thuong
xuyén, d¢ bd sung cac moi de doa mai.

Trong mo6 hinh mang doanh nhiép, IDS cé
thé dat gitra firewall va router (két ndi Internet):
Khi can IDS giam sat traffic ca di vao va di ra
trén toan mang; co thé dit trong ving DMZ:
Khi chi can IDS giam sat traffic di vao ving
DMZ; hoic c6 thé dit sau firewall (ngay trudc
mang bén trong): Khi can IDS giam sat traffic
giltta mang bén trong voi Internet va vdi vung
DMZ. Thong thuong cac HIDS dugc dat ngay
tai mdi server trong ving DMZ dé giam sat va
canh bao cac truy cdp bat thudng, cac hanh
dong dang ngd vao cac server nay.

Mot cach chung nhét IDS duoc chia thanh 5
loai: Host-based IDS (HIDS), Network-based
IDS (NIDS), Protocol-based IDS (PIDS),
Application Protocol-based IDS (APIDS) va
Hyber IDS (HyIDS). Néu xét vé vi tri cua IDS
trong mang hay pham vi, trén toan mang hay
chi trén mdt may tinh, gidm sat dong traffic cua
IDS thi n6 dugc chia thanh 2 loai chinh la
HIDS va NIDS.

e NIDS: Loai IDS nay thuong dugc dat tai
mdt vi tri xac dinh nao d6 trong mang ma tai do
n6 cé thé theo ddi tit ca dong traffic di vao/di
ra tat ca cac thiét bj trong mang. NIDS quan sét
va phan tich mdt cach lién tuc moi dong traffic
trén toan bg vung mang cua no, 10i s0 khép voi
tap signature vé cac mdi de doa, vé cac cudc tin
cong da biét. Mot khi co mot sy “khép” duoc
xé4c dinh hodc mét su bat thuong dugc nhén ra
thi NIDS s& giri 10i canh bao vé nhiing hanh
dong bat thuong nay dén cic hé thong lién
quan, dac biét, la dén ngudi quan tri an ninh
ctia hé thong mang.

e HIDS: Loai IDS nay dugc st dung dé theo
doi cac goi tin di vao/di ra cac host riéng 1é
trong mang. HIDS thudong duoc dat ngay tai
cac may tinh, cac thiét bi ma né nhan nhiém vu
theo ddi. Khi phat hién thdy cac hanh dong

dang ngo, cac hanh dong nguy hai vdi “than
chu” ctia né thi HIDS s& giri canh bao dén céc
hé thong lién quan hodc dén ngudi quan tri hé
thong dé ho c6 hudng xur 1y tiép theo. HIDS
con duge yéu cau dé theo ddi cac tip tin quan
trong trén host ma né dang thuc hién nhiém vu
giam sat, néu phat hién thiy cac tap tin nay bi
thay d6i hodc bi x6a thi no phai gui canh bao
dén céc hé thdng lién quan.

Néu dya vao phuong phap phat hién x4m
nhap (hoat dong) cua IDS thi nd gém loai:
Signature-based IDS (IDS dua trén “tap
signature”) va Anomoly-based IDS (IDS dua
trén sy “bat thuong”).

e Signature-based IDS: IDS loai nay dua vao
tap signature (chitr ky) cho trudc - day chinh la
co s& dir lidu vé cac mdi de doa va cac cudc tan
cong di biét - d& nhan dinh dong traffic nio co
biéu hién bat thuong hay co nhimg hanh dong
dang ngo, bang cach, “so khép” dir liéu phan
tich duoc tir cac dong traffic dén véi dir liéu ghi
trong tap signature. Loai IDS nay c6 churc nang
tuong tu cic phan mém Antivirus, né dugc sir
dung kha pho bién va hiéu qua. Nhung su hiéu
qua cua IDS lai phu thudc vao tap signature, vi
thé né hoan toan bi dong truéc nhiing “bét
thuong méi” va nhimg loai “tdn cong méi”.
Ngoai ra, néu tap signature 16n ciing s& anh
huong dén bang thong ciia mang.

e Anomoly-based IDS: IDS loai nay dugc sir
dung dé quan sat nhitng dong traffic ma an chua
trong d6 nhing “bat thudng méi”, nhiing loai
“tan cong méi”. N6 quan sat nhimg dong traffic
dugc chi dinh dé tim ra “sy binh thuong”, day la
mot trong nhitng co s dé IDS phat hién ra sy
bat thuong. Trong thyc té, phuong phap nay doi
hoi IDS phai c¢6 “tri tu¢” cao thi méi c6 thé hoan
thanh t&t nhiém vu phéat hién vé nhing traffic,
nhing packet bat thuong ma hé théng chua duoc
biét trude d6. Hién nay, dé c6 duoc mot IDS c6
“tri tu¢” cao thi n6 phai dugc xdy dung theo
huéng tiép can Machine learning.
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C6 thé thay, khac nhau co ban giita hai loai
IDS nay la, signature-based IDS dya vao tap
signature di biét dé phat hién su bét thuong,
trong khi do, anomaly-based IDS, dua vao
nhimg traffic “binh thuong” 1am co s dé phat
hién ra sy bt thuong.

Hinh 2.2 14 so dd minh hoa mang doanh
nghi¢p, trong dé st dung ca NIDS va HIDS.
Trong mang nay, cac HIDS duoc dat tai céac
server trong ving DMZ (Web, File, Mail), d¢
phat hién sy truy cip bat hop phap hodc bét
thuong c6 thé dén voi cic server nay. NIDS
dugc dit sau firewall dé quan sat tt ca dong
traffic di vao/di ra mang bén trong.

Hoat dong cua loai Signature-based IDS la
nhu sau, khi c6 mot dong traffic mang di qua no,
IDS s& copy traffic nay lai, roi tach liy nhimng
thong tin can thiét trong header va/hodc payload
tir nhimg traffic nay. Sau d6 IDS tién hanh "so
khép" nhiing thong tin ndy véi co s¢ dir licu
chira tap signature vé nhitng mdi de doa biét
trude. Néu mot sy "khép" duoc tim thay thi IDS
s& giri canh bao dén cac hé thong lién quan. Khi
IDS nhén dinh rang c6 mot su bat thudng méi
hay mot méi de doa méi tir nhitng dong traffic
qua no thi co s¢ dir liéu nay cling s€ duogc cap
nhat dé chuan bj cho nhimg lan "so khép" sau
nay. Véi loai Anomaly-based IDS, dau tién né
quan sat tat ca dong traffic di qua, thu thap thong
tin lién quan dé tim ra “sy binh thuong”. Sau d6
dwa vao “sy binh thuong” nay dé phat hién ra
nhitng dong traffic 4n chta trong do “su bat
thuong”. Loai IDS nay mang lai hi€u qua cao
trong viéc phat hién nhilng mdi de doa mdi,
nhitng cudc “tin cong méi”. Tuy nhién, IDS
phai ¢ “tri tug” thi mai 1am t6t viéc nay.

3. M6 hinh @@ xuit
3.1. M6 hinh mang

Mo hinh dé& xuét vé su két hop hoat dong
giita firewall va HIDS ctia chung t6i dugc thé
hién & Hinh 3.1 sau day:

@ ;
4 163
203.113.131.1/24
192.168.1.0/26

7

192.168.2.0/29

@Ejé =

Hinh 3.1 So d6 mang vdi sw két hop giiva firewall
va HIDS

Trong mé hinh nay:

e Firewall chiu trach nhiém diéu khién truy
cap cho toan mang. V& co ban, firewall chi cho
phép cac két ndi tir Internet vao ving DMZ,
cdm cac két nbi tir Internet vao ving mang
ngudi dung bén trong. Nhung moi két ndi tir
bén trong mang di ra thi déu dugc phép. Ching
t6i sir dung phan mém tuong lira ma ngudn mo
IPTables dé xdy dung firewall nay. Bang luat
loc goi ban dau dugc xay dung thong qua céc
1énh cho phép cua IPTables.

¢ IDS chiu trach nhi€ém quan sat dong traffic
di vao ving DMZ. Néu IDS phat hién thiy su
bt thuong hay hanh dong ddng ngo tir dong
traffic hay packet nao do thi no s& bao cdo diéu
nay dén cac thanh phan/ddi twong lién quan.
Dic biét, Sniffer co thé tuy dong cap nhat bang
luat loc goéi trén [IPTables. Chung t6i sit dung
thu vién Scapy cua ngdn ngir Python dé xay
dung chuong trinh Sniffer thyc hi¢n chitc nang
va nhiém vu nay cua IDS.

Diém moi ciia md hinh dé xuat nay 1a ching
t6i da tao duoc két ndi trong hoat dong va thuc
hién nhiém vy dugc giao gilta chuong trinh
Sniffer v6i tudng lira md ngudn mé [PTables:
Mot khi da xac dinh duoc ngudn gbe ciia dong
traffic hodc packet duoc cho 1a bat thuong hay
dugc cho la c6 hanh dong dang ngo thi Sniffer
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lap tirc giri 1énh dén IPTables dé cap nhat lai
bang luat loc goi cua nd. Firewall [PTables s&
hoat dong theo bang luat loc goi mdi nay dé
ngan chan nhitng dong traffic, nhitng goi tin
khéng mong mudn di vao mang.

Uu diém cta mo hinh dé xuét 13 rat 15, ngoai
chuc nang thong thuong cia mdt IDS chuyén
dung, Sniffer hoan toan chu dong trong viéc
thay d6i bang luat loc g6i trén tuong lira
IPTables mot cach tirc thoi va tu dong. Piéu
nay khong nhiing giup kip thoi ngan chin
nhitng y d6 pha hoai mang ciia t6 chirc tir
Internet ma con gitp giam cong suc cua nguoi
quan tri an ninh mang.

def update_rulel(black,Port):
cmd ="iptables -A FORWARD -i
ens33 -0
ens38 -p tcp -d 192.168.10.50 --dport
"'+Port+"" -m string --algo bm --string
"'+black+" - DROP'
p = paramiko.SSHClient()
p.set_missing_host_key policy
(paramiko.
AutoAddPolicy())  p.connect(addl,
username=userl,
password=passl)
stdin, stdout, stderr =
p.exec_command(cmd)

def update_rule2 (ipsrc):
cmd ="iptables -A FORWARD -i
ens33 -o
ens38 -p tcp -s '+ipsrct'
-d address2 -j DROP
p = paramiko.SSHClient()
p.set_missing_host_key policy
(paramiko.
AutoAddPolicy())  p.connect(add?2,
username=user2,
password=pass2)
stdin, stdout, stderr =
p.exec_command(cmd)

Hinh 3.2 Doan code chinh ciia chwong trinh

3.2. Cong viéc lién quan

Pau tién chung t6i thyc hién cac cong vige
can thiét dé dua mang, theo thiét ké, ctia mod
hinh d& xuét di vao hoat dong. Chung toi tién
hanh xay dung Bang luat loc goi cua tuong lua
[PTables theo chinh sach truy cdp mang da dua
ra, trong do, chung t61 huéng moi dong traffic
sau khi da vuogt qua dugc tuong ltra IPTables
thi phai di qua IDS, may chay chuong trinh
Sniffer.

Dong gop chinh cua ching toi ¢ day khong
chi 1a d& xuit mé hinh moi trong su két hop
gitta IDS va Firewall ma con 1a xay dung duoc
chuong trinh Sniffer tir Python. Chuong trinh
Sniffer gdm céc function chinh sau day:

e Function process_packet (): Pay la
function kha quan trong cua Sniffer, n6 co
nhiém vy sao chép tit ca cac packet di qua cac
port dugc chi dinh (da dugc chi ra ¢ céc tap tin:
Listports va Blacklist). Sau d6 tich lay cac
thong tin can thiét tir header cua packet niy
nhu: Loai goéi tin (TCP hay UDP), dia chi IP
ngudn, Port ngudn... Dit lidu nay s& 1a dau vao
cho function test_for_active.

e Function test for_active (): Thuc hién
chirc nang so khdp thong tin cua cac packet
nhan dugc tr process_packet véi thong tin luu
trong Listports va Blacklist. Néu tim thiy su
khép tor mot traffic hay packet nao doé thi
Sniffer tién hanh dém sy xuét hién cua chung,
néu s6 1an nay cham ngudng da dugc xac dinh
thi test_for_active s& tién hanh cap nhat bang
ludt ctia IPTables dé firewall nay ngin chin cac
traffic nay lai, khong cho di vao mang.
Function nay con c6 nhiém vu phat hién va
canh bao nhitng vé dong traffic dang ngd, do
thuong 13 nhitng dong traffic duoc gui dén
Sniffer mot cach 6 at tir mot dia chi IP hodc tir
nhiéu dia chi IP.

e Function setup_logfile (): Thiét 1ap cac
thong s6 lién quan dén tap tin nhat ky (logfile)
ma Sniffer sir dung dé luu thong tin vé nhimng



N. K. Tudn, N. T. Thugn, Phan Long | Tap chi Khoa hoc va Cong nghé Pai hoc Duy Tan 03(40) (2020) 16-25 23

traffic, packet ma né dugc chi dinh can phai
cha y trong qua trinh quan sat.

Ngoai ra, ching t6i con xay dung 1 class va
2 chuong trinh ho tro:

e Class limitedPool: Class nay gdom function
init_va function _setup_queues. Function init_
thuc hién viéc khoi tao cac hang doi cho céc
ThreadPool, dugc st dung trong truong hop xur
Iy da luong. O day chung t6i chon kich thudc
hang doi t6i da 1a 10000 (chira dugc 10000
thread). Function _setup_queues dugc str dung
dé thiét 1ap cac thong s6 vé hang doi.

Nho su hd trg ndy ciia Python [4] ma Sniffer
c6 thé xir Iy duoc tat ca packet t6i no, cho du co
dén 10000 packet dugc guri dén dong thoi.

e Chuong trinh update_rule_iptables.py:
Puoc xay dung dua trén giao thuc SSH, duoc
Sniffer sir dung dé guri 1énh dén IPTables, yéu
cau tuong ltra nay cap nhat bang luat dé chan
cac packet co chura cac string ma Sniffer cho
rang nd c¢d nguy co lam ton hai dén hé thong
mang bén trong.

Hai function nay dugc Sniffer sir dung dé
gui 1énh thay doi bang luat cua IPTables, dé
IPTables kip thoi ngan chin nhitng dong traffic,
nhitng packet khong mong mudn di vao mang
bén trong.

e Va chuong trinh report2email.py: Pugc xay
dung trén nén giao thirc SMTP, dugc str dung dé
Sniffer giri email v6i ndi dung vé canh béo bat
thuong dén cho ngudi quan tri an ninh mang,

3.3. Kiém thir va ddnh gid mé hinh dé xudt

> Chung t6i da tién hanh kiém thir m6 hinh
dé xuét theo 3 kich ban nhu sau:

o Kiém thir loc string (kich bdn 1): Kich
ban nay nham kiém tra sy phdi hop giita Sniffer
voi [PTables trong viéc canh bao va ngan chan
nhitng dong packet ma trong d6 c6 chira mdt
string thudc dién can luu y va da duogc chira ¢
blacklist.

Két qua ding nhu mong doi, trong mot
khoang thoi gian xac dinh, néu ¢ lugng 16n
packet di vao Sniffer ma payload cua nd c6 chira
cung mdt string da ghi trong blacklist thi ngay 1ap
turc nhitng packet nay s€ bi chan boi IPTables.

e Kiém thir lpc theo IP nguén (kich bdn 2):
Kich ban nay nham kiém tra phan Ung cta
Sniffer khi c6 qua nhicu két ndi dén tir mot
ngudn co6 dia chi IP x4c dinh. Sniffer phai xac
dinh dugc day 1a két ndi dang ngd va IPTables
phai chan duoc nhimg traffic xuat phat tir dja
chi IP nay.

Két qua 13, trong mot khoang thoi gian xac
dinh, néu c6 lugng 16n traffic di vao Sniffer ma
c6 cting mot dia chi IP ngudn thi ngay lap tic
dong traffic nay s€ bi chan bdi [PTables.

o Kiém thir ngin chan tin cong
SYN_Flood (kich bdn 3): Kich ban nay yéu
cau Sniffer phai phan tng khi c6 qua nhiéu goi
tin TCP_SYN giri dén no (nghi ngd c6 tan cong
DoS dang SYN_Flood). Trong tinh hudng nay
Sniffer s& phai giri yéu cau dén IPTables, nho
nd chdn cac dong traffic chira goi tin
TCP_SYN, cong viéc con lai la ctia [PTables.

Khong ngoai du dodn, trong mot khoang thoi
gian xac dinh, néu c6 luong 16n packet
TCP_SYN di vao Sniffer thi lap tirc dong traffic
c6 packet khoi tao nay bi chan béi [PTables.

> Trong qua trinh kiém thir, chung toi ciing da
tién hanh danh gia hiéu qua phdi hop hoat dong
gitta Sniffer va IPTables. O day, ching toi sir
dung cong cu Tepdump va Wireshark dé kiém tra
két qua loc va chin packet cia mé hinh @& xuat:

e Doi véi viée loc string: Trong khoang thoi
gian xac dinh ching t6i tin cong vao IPTable
bang cach tao va gii dén IPTables khoang hon
1000 packet, trong d6 c6 mot lugng lon vuot
ngudng cho phép, packet cé chura string da dugc
yéu cau Sniffer theo ddi (& day 1a lénh “Is —Is™).
Chung t6i tién hanh ddng thoi dump cac packet
trén firewall va trén server chay Sniffer. Sau d6
tién hanh phén tich hai két qua dump duoc thi
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thiy rang: C6 hon 1000 packet dén firewall
nhung chi c¢6 hon 800 packet dén duoc server.

Hinh 3.3a Cdc packet nhdn dwoc trén twong lira
IPTables

Hinh 3.3b Céac packet nhin dwoc trén server Sniffer

Nhu vay, Tepdump di cho théy, trude sy
quan sat va hanh dong cua Sniffer va [PTables
thi cac packet (mdt luong 16n) c6 chua string
“Is — 1s” da bi chan lai & IPTable.

e Déi véi viéc ngin chin tin cong
SYN_Flood: Chlng ti thuc hién tin cong vao
mang d& xuat bang cach tao va giri mot luong 16n
packet TCP_SYN tur bén ngoai, qua [PTables,
dén server Sniffer. Sau d6 ching t6i tién hanh
dump céc packet dén/di & Sniffer. Két qua dump
duoc nhin thay trén Tepdump nhu sau:

Hinh 3.4 Cac packet TCP_SYN va RST, ACK

Trong qué trinh “bét tay 3 budc” TCP, thong
thuong, ctr mdi khi bén dich nhan dugc mot
packet [TCP_SYN] thi n6 phai giri ngay mdt
packet phan hoi [TCP_RST, ACK]. Nhung &
day, do nghi ngd hé théng bi tin cong DoS theo
dang SYN Flood nén Sniffer dd yéu cau
IPTables han ché hoi dap cac packet khoi tao
két nbéi [TCP_SYN]. Piéu nay di dugc kiém
ching boi Tepdump.

o Dii véi vige loc theo IP nguén: Thir
nghiém nay duoc tién hanh twong tw nhu “loc
string” nhung & ddy yéu cau Sniffer phat hién va
ngin chin sy bat thuong dén tir nhimg dong
traffic dén tir cing mot dia chi IP ngudn. Két
qud dump va phan tich cac packet nhan dugc tai
[PTables va Sniffer dugc thé hién & hai hinh sau:

Hinh 3.5a Cdc packet nhdn dwoc trén twong lira
IPTables

Hinh 3.5b Cdc packet nhdn dwoc trén server Sniffer

Nhu vay, Tepdump di cho thay, nho sy quan
sat va hanh dong cua Sniffer va [PTables ma
cac packet xuat phat tir IP: 10.7.7.100 (véi
lugng 16n) da bi chan lai ¢ [PTables.

Hau hét cdc san pham firewall md nguén mo
déu cho phép twong tdc véi né théng qua co
ché dong lénh, nén viéc ching t6i sir dung
IPTables trong cac kich ban thw nghiém va
danh gia ciia minh van khéng lam mat tinh tong
qudt ciia mé hinh dé xuat.
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Tir két qua danh gia, ching t6i tin tudng
rang hé thong dé xuét hoan toan c6 thé dong vai
tro phat hién va xam nhap trai phép vao mang
ndi bd doanh nghiép nhu céc hé théng IDS va
firewall riéng 1é khac trén thi trudng san pham
an toan théng tin.

4. Két luan

Trong bai bao ndy, ching toi dé& xudt va da
trién khai thanh céng mot mod hinh mdi trong
viéc két hop hoat dong giita IDS va firewall ma
ngudn mo IPTables. Chung t6i ciing dd xay
dung dugc chuong trinh Sniffer ddm nhan vai
trd IDS ciia hé thong mang. Su cdp nhat bang
luat nay la hoan toan ty dong nén cé tinh tic
thoi rat cao.

Tinh chinh x4c trong viéc dua ra nhan dinh
vé cac hanh dong dang ngd cua mot IDS vira
phu thudc vao viéc thu thdp va phan tich thong
tin, tor nhitng dong traffic vao/ra mang, vira phu
thudc vao kha ning théng ké va du bao cua no.
C6 thé noi, “tri tu¢” ctia bo phan nay quyét dinh
rat 16n dén d6 chinh xéc trong vi¢c nhan dinh
dong traffic nao 1a c6 hanh dong dang ngo
trong sb rat nhidu dong traffic di qua IDS. Ciing
vay, voi kha nang “gid mao” va “danh lua”
ngay cang cao cua hacker trén khéng gian

mang, néu khong c6 “tri tué” cao thi IDS kho
c6 thé xac dinh chinh xac mot packet nao do 1a
c6 mang theo ma doc hay khong. Han ché cua

A

Sniffer cta ching t61 1a “tri tu¢
thip. Trong twong lai ching t6i s& cai thién “tri
tué” cua Sniffer bang cach xdy dung né theo

hudng tiép can Machine learning [5].
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